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1. Master Data Management 

(MDM) and Data Dictionaries 

REDCAR’s MDM policy is defined to ensure that all of its critical master data is available in a centralised repository and 

held as a single source of truth. The policy and guidelines below outline REDCAR’s commitment to ensuring quality 

master data management. Master data represents the most important data entities in your organisation and generally 

those that go beyond a single system or line of business. 

REDCAR has assessed the following considerations to determine a list of data is considered Master Data. 

1. Master data should consolidate and unify disparate data sets. 

2. Is the data frequently changing? If it is frequently changing, it probably isn’t master data. 

3. Even if the data set under consideration could be classified as master data, the cost of maintaining the data as 

a master data set should also be considered. The more master data an organisation chooses to manage, the 

more effort, complexity, and cost will occur. 

REDCAR has identified the following Master Data Sets. It serves as a living assessment to Master Data held in the 

cloud: 

Master Data Sets 

Identified 

Data Steward (Role Title) Frequency of Update 

(Requiring notification) 

Origin of Data 

Redcar Sales (serial ID + 

date) 

Sales Analyst and Product 

Manager 

Daily (upon any change in 

Sales) 

Held in EDW 

Venues Sales Analyst and Product 

Manager 

Daily (upon any change in 

venues) 

Held in EDW 

Serial IDs (cabinets) Sales Analyst and Product 

Manager 

Daily (upon any change in 

machines) 

Held in EDW 

Venue Opening Hours Sales General Manager Daily (upon any change in, 

or acquisition of, venues) 

Manually added, held in 

EDW 

Data Dictionary, Metadata and Azure Data Catalog requirements are detailed in the “Data Stewardship” section. 

1.1. Master Data Repository 

REDCAR understands that a Master Data repository can be used to effectively manage Master Data in a cloud 

environment, however a separate system or repository isn’t always necessary.  Sometimes it makes sense to keep the 

“official” master copy of data in the system that uses it (and changes it) the most.  Master data management nearly 

always communicates unified data to downstream systems, as well as pull data back to complete the feedback loop.  

With the above considered, REDCAR has decided to manage its Master Data by holding it independently in tables 

defined by an MDM Schema. The Data Steward will review and potentially change the process of holding Master Data 

in this manual way, depending on how onerous the management of the Master Data repository becomes. 
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2. Source of Truth Ownership and 

Definition 

REDCAR has identified the need to understand the Source of Truth for all data held in the cloud. The concept is critical 

since it ensures that everyone in the organisation bases business decisions on the same data. REDCAR’s policy around 

reporting and analytics from the cloud is as follows: 

• All reporting and analytics for decision making must be sourced from the Source of Truth. 

• No data should be manipulated or transformed after it is extracted from the Source of Truth so as to create a 

different result that might otherwise be obtained by using the Source of Truth. 

• REDCAR has considered a Single Source of Truth and determined that it is appropriate for the organisation. 

The EDW will be the Source of Truth for all data for Reporting and Analytics purposes. 

Alternative options are: 

o Data landed in Blob Storage is passed through to Azure Analytics before going to its presentation 

layer. 

o Best practices recommend if SQL Server Analysis Services is used after the EDW, data from the landing 

Blob Storage should be passed through here before being presented in a report. 
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3. Data Stewardship 

Data Stewardship is critical to the management and oversight of REDCAR data in the cloud, providing business users 

with high-quality data that is easily accessible in a consistent manner. As such a data steward will be assigned to every 

data set that is used in the cloud. 

For each data set, each data steward: 

• Will be accountable for managing the data on behalf of others and for the best interests of the organisation. 

• Be responsible for determining User Access Restrictions and Security. 

• Will own the Data Structure, Business Rules, Definitions and Formats. 

• Will identify and apply tests to determine the ongoing Quality and Accuracy of the data. 

• Determine the update frequency and location of the Source of Truth. 

• Will act for the organisation, in its best interests to manage the data set. 

REDCAR has identified the following data sets in the cloud requiring Data Stewards. It serves as a living assessment of 

data stewardship in the cloud: 

Data Set (including 

Master Data Sets) 

Data Steward (Role Title) Frequency of Update Location of the Source of 

Truth 

Redcar Sales Sales Analyst and Product 

Manager 

Daily EDW 

POS Data 

(When applicable project 

is implemented) 

POS Admin TBA EDW 

Finance Data 

(When applicable project 

is implemented) 

Finance Manager TBA EDW 

Overall responsibility for REDCAR’s Data Stewardship will lie with the Lead Data Steward. The Lead data steward is 

responsible for coordinating biannual Data Stewardship checkpoints to address any Data Stewardship issues.  

3.1. Data Dictionary 

REDCAR will leverage Azure Data Catalog Free Tier as a cloud-based service into which a data source can be 

registered. Once the Free Tier limits are reached, a review will take place as to whether we upgrade to the Standard 

Tier. Metadata is added to Data Catalog along with a reference to the source location. It is not only used by 

development teams, but analysts, product owners and other users in general can benefit from metadata insights using 

Data Catalog. 

Some key features include: 

• The metadata is also indexed to make each data source easily discoverable via search and understandable to 

the users who discover it. This gives scope for both technical and non-technical users to have a common 

source of data cataloguing. 

• After a data source has been registered, its metadata can then be enriched. 



REDCAR 

DATA MANAGEMENT POLICY 

Page | 6  

 

REDCAR 
• The metadata must be added by the user who registered it. If required another 

user can be delegated to annotate each new data source by providing descriptions, tags, details on Data 

Sharing Sensitivity, or other metadata, such as documentation and processes for requesting data source 

access. 

This descriptive metadata supplements the structural metadata (such as column names and data types) that's registered 

from the data source. Pricing can be found at https://azure.microsoft.com/en-au/pricing/details/data-catalog/ 

Overall responsibility for REDCAR’s data dictionary management will lie with the Lead Data Steward. The Lead data 

steward is responsible for coordinating biannual checkpoints to address any concerns or ensure that process is being 

followed. 

https://azure.microsoft.com/en-au/pricing/details/data-catalog/
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4. Data Handling 

4.1. Data Sharing 

REDCAR data must always be treated as confidential. The extent to which data can be shared must be determined by 

the data steward (see Data Sharing Sensitivity) under the “Data Stewardship” section. Where access to sensitive data is 

required by a user without existing access, the user must submit a request to the resource group GM and COO for that 

data set. Upon approval in writing, access may be provided to the new user by the Lead Data Steward. 

Before data is shared externally, the party sharing the data must ensure that an NDA has been executed between the 

sharing and receiving party. 

Personally Identifiable Information (PII - data that could potentially identify a specific individual) must not be shared 

under any circumstances unless specific consent is provided by the individual to which the data pertains and in 

accordance with REDCAR's Privacy Policy.  

4.2. Data Erasure 

All REDCAR data of a confidential or sensitive nature, or data which is no longer relevant to the organisation can be 

erased with the consent of the appropriate data steward (see “Data Stewardship” section), and securely destroyed 

when it is no longer required (also see “Data Privacy and GDPR” section). This ensures compliance with the duty of 

confidentiality REDCAR owes to employees, vendors, clients, and customers. 

4.3. Data Privacy and GDPR  

The European Union General Data Protection Regulation (GDPR) is a set of rules about how companies should process 

the personal data of data subjects. GDPR lays out responsibilities for organisations to ensure the privacy and 

protection of personal data, provides data subjects with certain rights, and assigns powers to regulators to ask for 

demonstrations of accountability or even impose fines in cases where an organisation is not complying with GDPR 

requirements. REDCAR and its data stewards must understand the following ten key requirements: 

4.3.1. Lawful, Fair and Transparent Processing 

REDCAR will process personal data in a lawful, fair and transparent manner. Lawful means all processing should be 

based on a legitimate purpose. Fair means companies take responsibility and do not process data for any purpose 

other than the legitimate purposes. Transparent means that companies must inform data subjects about the 

processing activities on their personal data. 
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4.3.2. Limitation of Purpose, Data and Storage 

REDCAR will limit the processing, collect only that data, which is necessary, and not keep personal data once the 

processing purpose is completed. This effectively brings the following requirements: 

• forbid processing of personal data outside the legitimate purpose for which the personal data was collected 

• mandate that no personal data, other than what is necessary, be requested 

• ask that personal data should be deleted once the legitimate purpose for which it was collected is fulfilled 

4.3.3. Data Subject Rights 

REDCAR acknowledges that the data subjects have been assigned the right to ask the company what information it 

has about them, and what the company does with this information. In addition, a data subject has the right to ask for 

correction, object to processing, lodge a complaint, or even ask for the deletion (right to be forgotten) or transfer of 

his or her personal data. 

4.3.4. Consent 

As and when the REDCAR has the intent to process personal data beyond the legitimate purpose for which that data 

was collected, a clear and explicit consent must be asked from the data subject. Once collected, this consent must be 

documented. The data subject is also allowed to withdraw consent. For the processing of children’s data, GDPR 

requires explicit consent of the parents (or guardian) if the child’s age is under 16. 

4.3.5. Personal Data Breaches 

REDCAR will maintain a Personal Data Breach Register and, based on severity, the regulator and data subject should be 

informed within 72 hours of identifying the breach. 

4.3.6. Privacy by Design 

REDCAR will incorporate organisational and technical mechanisms to protect personal data in the design of new 

systems and processes; that is, privacy and protection aspects should be ensured by default (Secure by Design). 

4.3.7. Data Protection Impact Assessment 

To estimate the impact of changes or new actions, REDCAR will conduct a Data Protection Impact Assessment when 

initiating a new project, change, or product. The Data Protection Impact Assessment is a procedure that needs to be 

carried out when a significant change is introduced in the processing of personal data. This change could be a new 

process, or a change to an existing process that alters the way personal data is being processed. The form of this 

assessment will be determined at the time of the change and will be fit for purpose. 
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4.3.8. Data Transfers 

REDCAR has the accountability to ensure that personal data is protected and GDPR requirements respected, even if 

processing is being done by a third party. This means REDCAR has the obligation to ensure the protection and privacy 

of personal data when that data is being transferred outside the company, to a third party and / or other entity within 

the same company. 

4.3.9. Data Protection Officer 

When there is significant processing of personal data, REDCAR will assign a Data Protection Officer. When assigned, 

the Data Protection Officer would have the responsibility of advising the company about compliance with EU GDPR 

requirements. 

4.3.10. Awareness and Training 

REDCAR will create awareness among employees about key GDPR requirements and conduct regular training to 

ensure that employees remain aware of their responsibilities around the protection of personal data and identification 

of personal data breaches as soon as possible.  
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5. Review Process 

The “Data Management Policy Creation” policies are required to be reviewed holistically biannually. Each review involves 

revising implemented policies and ascertaining the next review date. 

Review Date Review Members Next Review Date 

25/09/2019 Homer Simpson, Stan Smith 25/03/2020 

4/10/2019 Daria Morgendorffer 25/03/2020 
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